Abstract-This paper presents a novel digital watermarking scheme for copyright protection against piracy of color images. Unlike traditional watermarking schemes that directly embed watermarks into host images, the scheme encodes the watermark prior to watermark embedding to improve tolerance to attacks. The process utilizes the secret sharing scheme with the feature extracted form the host image by the discrete wavelet transform. Moreover, different from other watermarking schemes that require manual adjustment in the embedding scaling factors to embed the watermark, the scheme can automatically calculate the scaling factor for different images while still preserving robustness and imperceptibility. The experimental results show that the scheme can resist several attacks including cropping, scaling, and JPEG compression. Furthermore, the ability of extracting unique features from different images, which is an important requirement for feature extraction, is also demonstrated in the experiment.
I. INTRODUCTION
Nowadays, with the rapid development of the Internet, the issue of protecting copyrights of digital contents has become more and more important. Digital watermarking [1] - [8] is one way of achieving copyright protection by embedding some message in the protected digital content. The watermark can later be detected or extracted to verify the ownership when the dispute over the copyright of the digital content arises.
A watermark can be embedded in either the spatial domain or the frequency domain. If it is embedded in the spatial domain, the pixel values are changed directly. On the other hand, if it is embedded in the frequency domain, the pixel values are first transformed to the frequency coefficients, which are then modified to embed the watermark. Generally speaking, a watermark embedded in the frequency domain is more robust than that in the spatial domain.
Several researchers have proposed various watermarking schemes in the frequency domain. Jung et al. [6] transformed a host image to the YCbCr color space, and then the watermark to the frequency domain using discrete cosine transform (DCT). Next, the luminance Y was transformed to the frequency domain using the discrete wavelet transform (DWT). Then, the transformed watermark was embedded in the frequency coefficients of the luminance Y. Hsu et al. [17] transformed a host image to the DCT domain, and then embedded a randomly scattered watermark into the transformed domain. Both of their schemes used scaling factors to adjust the robustness and the imperceptibility of the watermark. Nonetheless, one problem with the scaling factors is that they are adjusted manually, which is time-consuming, if not infeasible.
This paper proposes a new copyright protection scheme for color images capable of automatic adjustment of scaling factors. The proposed scheme encodes the watermark into a share image prior to watermark embedding to improve tolerance to attacks. This is different from the traditional watermarking schemes that directly embed watermarks into the host images. The scheme utilizes the secret sharing scheme with the feature extracted from the host image by discrete wavelet transform to generate a share image. It then adopts the value of Just-Noticeable-Distortion as an embedding scaling factor to embed the share image in the color host image. The embedding scaling factor is calculated automatically in the proposed scheme and hence no manual adjustment of the scaling factor is needed. The preliminary result of the scheme was once published in [3] . After that, extensive experiments have been conducted and the results are presented in this paper. The experimental results are promising, thus further demonstrating the feasibility of the proposed scheme.
The remainder of this paper is organized as follows: The related background of the proposed scheme is described in Section II. The sampling method and the proposed copyright protection scheme are explained in Section III. The experimental results are shown in Section IV. Finally, the conclusion is drawn in the last section.
II. RELATED BACKGROUND
This section briefly describes the techniques and methods that have been adopted by the proposed scheme, including the Torus-automorphism transform, the discrete wavelet transform, the color image sampling, the JustNoticeable-Distortion model, and the secret sharing scheme.
A. Torus-automorphism Transform
A two-dimensional Torus-automorphism is considered to be a spatial transformation of planar regions [8] [16] . It is used to scramble the content of the image, resulting in a chaotic mixing image.
Let the coordinates of the current state S t , which has been changed t times, be (x t , y t ) and the coordinates of the state S t+1 , which is generated by the transform function from the S t , be (x t+1 , y t+1 ). The transformation is expressed as follows: where a 11 , a 12 , a 21 , and a 22 ∈ Z, and N is the size of the given image. Fig. 1 shows the resulting images after five state changes.
B. Discrete Wavelet Transform
The discrete wavelet transform (DWT) is identical to a hierarchical system and each sub-band of the system represents a section of the frequency domain of an image. The basic idea of the DWT for an image is that an image is first decomposed into four sub-bands LL 1 , LH 1 , HL 1 , and HH 1 . The LL 1 sub-band can be further decomposed until there is only one coefficient in the LL sub-band. Fig.  2 shows the image "Lena" and the result after the twolevel DWT decomposition.
C. Color Image Sampling
The proposed scheme uses the traditional 4:1:1 sampling for color images. The original RGB image is converted to the YCbCr color space before sampling. The Y component represents the luminance while the Cb and Cr components represent the chrominance. 
D. Just Noticeable Distortion Model
The just-noticeable-distortion (JND) model [9] - [13] is based on the human visual system. The JND value contains the visibility threshold due to the average background luminance and the texture masking. The JND value can be obtained in the following manner: visibility threshold due to the texture masking; f 2 represents the visibility threshold due to the average background luminance; H and W denote the height and width of the image respectively; mg(x, y) denotes the maximal weighted average of the luminance gradients around the pixel at (x, y); bg(x, y) is the average background luminance. T 0 , γ, and λ are found to be 17, 3/128, and 1/2 through the experiments in [12] . The JND value is used as the watermark embedding scaling factor in the proposed scheme.
E. Secret Sharing Scheme
The proposed scheme applies (2, 2) secret sharing scheme [14] [15] to generate the share image for embedding. The secret sharing scheme splits an image into two different shares, which can later be used to restore the content of the image by stacking them together. The size of the restored image is expanded because each pixel is mapped into a block consisting of several subpixels. The effect is called pixel-expansion. Fig. 4 shows an example of (2, 2) secret sharing scheme. Fig. 4 (a) is the original image. Fig. 4 (b) and (c) are the share images produced from the original one. Fig. 4 (d) is the restored image, which contains the information that can be recognized visually with the human eyes. Note, the restored image is four times larger than the original one and contains noise because of pixel-expansion.
III . THE PROPOSED COPYRIGHT PROTECTION SCHEME
The proposed scheme contains two phases: watermark embedding and watermark extraction. Fig. 5 and 6 show the block diagrams of the embedding scheme and the extraction scheme, respectively.
In the watermark embedding phase, the features are first extracted from the host color image. Meanwhile, the phase disarranges the watermark and forms a scrambled watermark. Then the scrambled watermark and the extracted features are used to generate a principal share image. At the same time, the JND value of the host image is computed as the threshold for calculating watermark embedding scaling factor, and the host image is transformed to the frequency coefficients by the threelevel DWT. The coefficients are then modified to embed the principal share image. Finally, the modified coefficients are inversely transformed by the three-level IDWT and form the watermarked image.
In the watermark extraction phase, the features are first extracted from the suspect color image. Meanwhile, the suspect color image is also transformed to the frequency coefficients by the three-Level DWT, and the embedded principle share image is then extracted from the coefficients. Afterward, the scrambled watermark can be retrieved from the features and the extracted principle share image. After the scrambled watermark is rearranged, the unscrambled watermark is then corrected, and finally reduced to form the reconstructed watermark. The reconstructed watermark is then used to verify the copyright.
A. The Major Processes in the Proposed Scheme
There are several major processes in the scheme. The following subsections describe the detail of each process.
1) Scrambling and Unscrambling Watermark:
In order to disperse the intensity of the attack (especially the cropping attack), the scheme uses the Torusautomorphism transform to scramble the watermark in the watermark embedding phase and unscramble it in the watermark extraction phase.
2) Feature Extraction:
This process first converts the host image or the suspect image from the RGB color space to the YCbCr color space. Next, a sampling plane is generated from the YCbCr color space according to the 4:1:1 sampling. Then, the sampling plane is divided into non-overlapping blocks of size 8×8 and the elements of each block are transformed to the frequency coefficients by the two-level DWT. As a result, there are four coefficients in the LL 2 sub-band of each block. The four coefficients are then used to calculate the feature type that will later be used in the encoding or the decoding stage. Let M be the average of the four coefficients and n be the feature type, which is obtained as follows: Apparently, 1<= n <= 4. Moreover, when n = 4, all of the four coefficients are the same.
3) Watermark Encoding and Decoding: Each pixel of the watermark is mapped into a share block of 2 × 2 pixels according to the pixel value of the watermark. According to the seceret sharing scheme, two share blocks are created: principal share (P-share) and complement share (C-share). Each of the two share blocks contains 2 × 2 pixels and the share blocks form the Table I lists the mapping table used in the proposed scheme. According to the table, a pixel of the watermark is mapped into a block of size 2 × 2, which results in pixel-expansion.
The encoding process uses the extracted feature types and the watermark to generate the share blocks of the principal share image. The principal share blocks are selected according to the description in Section III.B.1. The decoding process applies the XOR operation (refer to , and I 4 (as shown in Fig. 7 ) from the R plane and the B plane are selected as the embedding positions of the host image. Finally, the process embeds the share blocks according to the following rule:
If the position of the coefficient in the subband is odd, uses (4).
Otherwise, uses (5) .
where IR n is the I n in the R plane, IB n is the I n in the B plane, W p n (k) is the coefficient in position k of the n-th subband, k is the position of the coefficient in the subband that is to be embedded, and M is the size of the share image.
5) Principal Share Extraction:
The process first applies the three-level DWT on the R and B planes of the suspect color image and next selects the blocks I 
If the position of the coefficient in the subband is odd, uses (6).
Otherwise, uses (7) . TABLE I  THE MAPPING TABLE FOR ENCODING AND DECODING   TABLE II  THE where IR' n is the I n in the R plane, IB' n is the I n in the B plane, W' p n (k) is the coefficient in position k of the n-th subband, k is the position of the coefficient in the subband that is to be extracted, and M is the size of the share image.
6) Correction:
A mask is used during the correction process. The value of each point in the mask is either 0 or 1, which is denoted as a black pixel or a white pixel, respectively. The correction contains two operations:
(a).Dilation: The operation gradually enlarges the region boundaries of a black pixel in a binary image. It can be used to remove bright details from an image.
(b) Erosion: The operation gradually narrows down the region boundaries of a black pixel in a binary image. It can be used to remove islands smaller than the mask.
The correction in the proposed scheme consists of one erosion operation and one following dilation operation. The process can reduce the noise in the binary watermark and hence make the following watermark reduction more accurate. Fig. 8 shows the watermarks with and without correction. Fig. 8 (a) shows a watermark with a slightly distorted contour and Fig. 8 (c) shows a seriously distorted one, both without correction. As can be seen in Fig. 8 (b) and (d) , after the correction, the watermark images are improved.
7) Watermark Reduction: When the original watermark pixel is white, the unscrambled watermark will contain some redundant noise on the background due to the pixel-expansion effect resulting from secret sharing. The redundant noise is removed by the watermark reduction process, which also regains the original watermark. The watermark is reduced according to the following rule:
If the number of white pixels of the block is equal to 1 or 0, the block is reduced to a black pixel. Otherwise, the block is reduced to a white pixel. Table III lists the reduction conditions and the corresponding actions. Fig. 9 shows an example of a restored watermark after correction and reduction.
B. The Algorithms for the Two Phases 1) Watermark Embedding Algorithm:
The algorithm first generates the share image and then embeds it to the host image for copyright protection, which is described in detail as follows: The watermarked image and the secret key are then saved for the watermark extraction phase.
2) Watermark Extraction Algorithm: The extraction algorithm extracts the embedded principal share and then reconstructs the watermark for copyright verification. The detailed algorithm is listed as follows:
Watermark Extraction Algorithm
Input: The suspect color image H'(N × N ) and the secret key for unscrambling.
Output: The reconstructed watermark W R (M × M).
Step1. Apply the three-level DWT on the R and B planes of the suspect color image H'. 
IV. EXPERIMENTAL RESULTS
Two kinds of experiments, one for robustness and the other for unique identification, have been conducted to measure the feasibility of the proposed scheme.
The Accuracy Rate (AR) is used to measure the difference between the original watermark and the recovered one. AR is defined as follows:
where NP is the number of pixels in the original watermark and CP is the number of correct pixels obtained by comparing the pixels of the original watermark to the corresponding ones of the recovered watermark.
A. The Robustness Experiment
The first experiment was conducted to show the robustness of the proposed scheme. The benchmark "StirMark 4.0" was used to simulate different kinds of image attacks. Fig. 10 shows and the watermark and the three host images, which are "Lena", "Terraux", and "F-16" used in the experiments. Fig. 11 shows the principal share images which were used to embed into the three host images respectively. The watermarked image and their PSNR values are shown in Fig. 12 . As can be seen, all of the PSNR values are greater than 30, meaning the qualities of the watermarked images are satisfactory. Table IV lists the experimental result of the "Lena". The AR values are all greater than 0.82 (except for blurring with variance 3) and the reconstructed watermarks can be easily recognized. Moreover, Table V lists the results of the other two host images. Their results are very close to that of "Lena". That is, all of them are greater than 0.82 except for blurring with variance 3. Therefore, the proposed scheme can resist almost all of the image attacks.
B. The Unique Identification Experiment
The experiment was conducted to demonstrate the capability of unique identification, which means that the feature of each image should be unique so that it can be used to distinguish a copyrighted image from a different one. Fig. 13 shows 10 images that are different from the image "Lena", and Table VI lists the accuracy rates and the retrieved watermarks by combining the principal share image of the image "Lena" with 10 different complement share images derived from the images in Fig.  13 . As can be seen from Table VI, the reconstructed watermark contains no information about the original watermark since the complement share images come from different color host images. The experiment proves the proposed scheme possesses the capability of unique identification.
V. CONCLUSION
We proposed a novel watermarking scheme for copyright protection of color images. The proposed scheme satisfies the requirement of imperceptibility and robustness for a feasible watermarking scheme. The experimental results showed that the proposed scheme can resist several attacks including cropping, scaling, and JPEG compression, etc. Furthermore, the unique identification experiment also demonstrated that the scheme is capable of extracting unique features from different images, which is an important requirement for feature extraction. Another benefit of the proposed scheme is that, unlike other watermarking schemes that require manual adjustment in the embedding scaling factor, the scheme can automatically calculate the scaling factor for different images while still preserving the robustness and imperceptibility requirement. TABLE VI  THE RECONSTRUCTED WATERMARKS RESULTING FROM THE TEN  DIFFERENT IMAGES   TABLE V  EXPERIMENTAL RESULTS OF THE THREE HOST IMAGES   TABLE IV 
